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Agenda

ÅCyber Security Advisor Program

ÅCyber Security Framework

ÅDHS Cyber Service Offerings
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Scary Bedtime Story's

Å Ransomware-as-a-Service (RaaS)

ïNon-technical users create campaigns

ïRecent one- MacRansom - .25 bitcoin about $700

Å Bad actors are using behavioral analysis

ïStart of the business day

ïThursdays spike for malware email 

ïWednesday then the rest of the week 
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Lack of Confidence 
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Types of Delivery 
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Are you in the Top Five?
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Cybersecurity Advisors Mission

Secureñ.govò

Reduce Cyber Risk

Ensure Emergency Communications

Build Strategic Partnerships

Develop Cyber Talent

Mission: To provide direct coordination, outreach, and regional 

support and assistance in the protection of cyber components 

essential to the Nationôs Critical Infrastructure.

Focus Areas:
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Cybersecurity Advisor (CSA) Program

In service of this mission, CSAs are guided by the following goals:

ïAssess: Assess critical infrastructure cyber risk.

ïPromote: Promote best practices and risk mitigation strategies. 

ïBuild: Initiate, build capacity, and support cyber communities-of-

interest and working groups.

ïEducate: Educate and raise awareness.

ïListen: Collect stakeholder requirements.

ïCoordinate: Coordinate incident support and lessons-learned.
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Serving Critical Infrastructure and Government
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CSA Locations
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Cybersecurity and Resilience
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What Is Resilience?

ñé the ability to prepare for and adapt to changing 

conditions and withstand and recover rapidly from 

disruptions. Resilience includes the ability to withstand 

and recover from deliberate attacks, accidents, or 

naturally occurring threats or incidentséò

- Presidential Policy Directive �t PPD 21
February 12, 2013

Protect (Security) Sustain (Continuity)

Perform (Capability) Repeat (Maturity)


