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Scary Bedtime Story's

A Ransomware-as-a-Service (RaaS)

I Non-technical users create campaigns

I Recent one- MacRansom - .25 bitcoin about $700
A Bad actors are using behavioral analysis

I Start of the business day

I Thursdays spike for malware email

I Wednesday then the rest of the week
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Lack of Confidence

Figure 7. How confident are you that your employees can detect risky links or sites that
could result in a ransomware attack?
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“The Rise of Ransomware”, conducted by Ponemon Institute, January 2017




Types of Delivery

Figure 11. How was the ransomware unleashed?
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Are you In the Top Five?

Pie Chart 1. Position level within the organization
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Cybersecurity Advisors Mission

Mission: To provide direct coordination, outreach, and regional
support and assistance in the protection of cyber components
essential to the Nationods Cri i

Secure igovo

Reduce Cyber Risk

Focus Areas:

Build Strategic Partnerships

Develop Cyber Talent

Ensure Emergency Communications
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Cybersecurity Advisor (CSA) Program

In service of this mission, CSAs are guided by the following goals:

I Assess: Assess critical infrastructure cyber risk.
I Promote: Promote best practices and risk mitigation strategies.

I Build: Initiate, build capacity, and support cyber communities-of-
Interest and working groups.

I Educate: Educate and raise awareness.
i Listen: Collect stakeholder requirements.

I Coordinate: Coordinate incident support and lessons-learned.
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Serving Critical Infrastructure and Government

KEY ACTIVITIES: 16 CRITICAL
INFRASTRUCTURE
SECTORS:

IDENTIFY

AND VERIFY
SUSPICIOUS CYBER ACTIVITY

UNDERSTAND
INCIDENTS AND
VULNERABILITIES

BUILD AND
MAINTAIN
PARTNERSHIPS

TIMELY AND ACTIONABLE
INFORMATION

@ COLLABORATE
WITH PARTNERS TO
MITIGATE RISK



CSA Locations
R

Cybersecurity Advisors (CSA) Locations
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For more information about the CSA Program, to schm:lulu a review or assessment, emailcyberadvisorf@hg.dhs gov




Cybersecurity and Resilience
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esilience?

ne t he arepare fotagd adapt to changing

conditions and withstand and recover rapidly from

disruptions. Resilience includes the ability to withstand

and recover from deliberate attacks, accidents, or

naturally occurring threats C |

- Presidential Policy DirectivePPD 21
February 12, 2013

Protect (Security) Sustain (Continuity)

Perform (Capability) Repeat (Maturity)
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